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TRAFFIC REDUCTION IN NETWORKED
DATA COLLECTION

RELATED APPLICATIONS

This application claims the benefit of U.S. Prov. App. No.
60/188,540, filed on Mar. 10, 2000 and entitled “Traffic
Reduction in Networked Data Collection.”

BACKGROUND OF THE INVENTION

1. Field of the Invention

This application relates to the field of networked data
collection, and more particularly to traffic reduction in
applications that collect data over a network.

2. Description of Related Art

A growing number of Internet businesses collect data
from users, or clients, for processing at a server. User data
may be required, for example, to book airline flights, to
process product orders, to process subscriptions, and the
like. The user data is transmitted to the server in some
predetermined format, where the data is processed so that
appropriate action may be taken.

Data gathering has been standardized somewhat, as in the
<form> tags developed for the HyperText Markup Language
(“HTML”). These tags provided a set of structured HTML
tools for presenting data fields to a user in a form suitable for
local display. Data field entries in such a form may be
transmitted to the server for processing. As a significant
disadvantage, such forms may be communicated between
the server and the client only as integral units. For example,
where the form includes several drop-down lists of options,
all of these lists must be transmitted with the original form.
If the form is returned to the server incomplete, the server
will typically generate an error page, and optionally retrans-
mit the entire form to the client.

This disadvantage is exacerbated where intermediate pro-
cessing is required. For example, within a form for an airline
reservation, a user may be asked to select flight options. The
server may receive this information, and respond with a new
form that includes flights from which the user may select.
Although this information exchange takes place within a
single client visit to a Web site, the transaction requires at
least two consecutive HTML pages of forms, and may
require additional pages and forms for options such as
payment, mailing address, etc. Each form, each error mes-
sage, and each intermediate processing step has associated
therewith additional network traffic and overhead as addi-
tional HTML pages are generated and presented to a client.

There remains a need for a networked data collection
system that reduces network traffic associated with data
collection.

SUMMARY OF THE INVENTION

According to the principles of the invention, there is
provided a system, apparatus, and method for reducing
traffic in networked data collection. When data collection is
initiated, a page is provided by a server to a client that
includes a number of data fields for completion by a user at
the client. One or more of the data fields is configured to
respond to changes by transmitting a new value to the server.
The server may process the new value and return new data
to the client. The new data may include an error message, an
entry for another data field, or a plurality of entries and a
control (such as a drop-down list or scroll box), which may
be included in selected ones of the data fields. The data entry
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fields may also operate in conjunction with one another such
that, for example, data is transmitted to the server only when
two or more specific entries are changed. The server main-
tains an image of the entries in the page, so that the server
may process the entries without re-transmission of a com-
pleted form from the client.

BRIEF DESCRIPTION OF DRAWINGS

The foregoing and other objects and advantages of the
invention will be appreciated more fully from the following
further description thereof, with reference to the accompa-
nying drawings, wherein:

FIG. 1 is a block diagram of an internetwork used in an
embodiment of a method and system disclosed herein;

FIG. 2 is a block diagram of an application architecture
using the internetwork of FIG. 1;

FIG. 3 is a flow chart showing data collection according
to the principles of the invention; and

FIG. 4 depicts a user interface during data collection
process according to the invention.

DETAILED DESCRIPTION OF CERTAIN
ILLUSTRATED EMBODIMENT(S)

To provide an overall understanding of the invention,
certain illustrative embodiments will now be described,
including a multi-tier client/server system for reducing net-
work traffic during networked data collection. However, it
will be understood by those of ordinary skill in the art that
the methods and systems described herein can be suitably
adapted to other systems that transfer data within a client/
server relationship, such as application service provider
systems or data sharing applications.

FIG. 1 is a block diagram of an internetwork used in an
embodiment of a method and system disclosed herein. In a
system 100, a plurality of clients 102, servers 104, and
providers 108 are connected via a network 110. It should be
understood that any number of clients 102, servers 104, and
providers 108 could participate in such a system 100. The
system may further include one or more local area networks
(“LAN") 112 that interconnect clients 102 through a hub 114
(in, for example, a peer network) or a local area network
server 114 (in, for example, a client-server network). The
LAN 112 may be connected to the network 110 through a
gateway 116, which provides security to the LAN 112 and
ensures operating compatibility between the LAN 112 and
the network 110. Components of the internetwork 100 such
as the providers 108, the gateway 116, and the hub 114, may
be considered part of the network 110 interconnecting
clients 102 and servers 104 in a communicating relationship.

In one embodiment, the network 110 is the Internet, and
the World Wide Web provides a system for interconnecting
clients 102 and servers 104 through the Internet 110. In other
embodiments, the network 110 may be a virtual private
network, a wide area network, a campus network, a corpo-
rate network, a personal area network (e.g., using Bluetooth,
HomeRE, or some other short range wireless network pro-
tocol), or some combination of these networks. Any network
architecture may be used, provided the network can support
peer-to-peer networking, client/server networking, or some
other communicating relationship between the entities
described herein.

An exemplary client 102 includes the conventional com-
ponents of a client system, such as a processor, a memory
(e.g. RAM), a bus which couples the processor and the
memory, a mass storage device (e.g. a magnetic hard disk or
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an optical storage disk) coupled to the processor and the
memory through an I/O controller, and a network interface
coupled to the processor and the memory, such as a modem,
digital subscriber line (“DSL”) card, cable modem, network
interface card, wireless network card, or other interface
device capable of wired, fiber optic, or wireless data com-
munications. One example of such a client 102 is a personal
computer equipped with an operating system such as
Microsoft Windows 95, Microsoft Windows NT, or Unix
and its variants, along with software support for Internet
communication protocols. The personal computer may also
include a browser program, such as Microsoft Internet
Explorer or Netscape Navigator, to provide a user interface
for access to the Internet 110. Although the personal com-
puter is a typical client 102, the client 102 may also be a
workstation, mobile computer, Web phone, television set-
top box, interactive kiosk, personal digital assistant, or other
device capable of communicating over the network 110. As
used herein, the term “client” is intended to refer to any of
the above-described clients 102, and the term “browser” is
intended to refer to any of the above browser programs or
other software or firmware that provides a user interface for
navigating the network 110.

An exemplary server 104 includes a processor, a memory
(e.g. RAM), a bus which couples the processor and the
memory, a mass storage device (e.g. a magnetic or optical
disk) coupled to the processor and the memory through an
I/O controller, and a network interface coupled to the
processor and the memory. Servers may be clustered
together to handle more client traffic, and may include
separate servers for different functions such as a database
server, an application server, and a Web presentation server.
Several logical servers may also reside on a single physical
server machine. Servers may further include one or more
mass storage devices such as a disk farm or a redundant
array of independent disk (“RAID”) system for additional
storage and data integrity. Read-only devices, such as com-
pact disk drives and digital versatile disk drives, may also be
connected to the servers. Suitable servers and mass storage
devices are manufactured by, for example, Compaq, IBM,
and Sun Microsystems. As used herein, the term “server” is
intended to refer to any of the above-described servers 104.

Focusing now on the network 110, the presently preferred
embodiment is the Internet. The structure of the Internet 110
is well known to those of ordinary skill in the art and
includes a network backbone with networks branching from
the backbone. These branches, in turn, have networks
branching from them, and so on. The backbone and branches
are connected by routers, bridges, switches, and other
switching elements that operate to direct data through the
network 110. For a more detailed description of the structure
and operation of the Internet 110, one may refer to “The
Internet Complete Reference,” by Harley Hahn and Rick
Stout, published by McGraw-Hill, 1994. However, one may
practice the present invention on a wide variety of commu-
nication networks. For example, the network 110 can
include interactive television networks, telephone networks,
wireless data transmission systems, two-way cable systems,
customized computer networks, interactive kiosk networks
and automatic teller machine networks. As used herein, the
term “network” is intended to refer to the Internet, or any
other network or internetwork suitable for transmitting data
among servers and clients.

One embodiment of the network 110 includes Internet
service providers 108 offering dial-in service, such as
Microsoft Network, America Online, Prodigy and Com-
puServe. It will be appreciated that the Internet service
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providers 108 may also include any computer system which
can provide Internet access to a client 102. Of course, the
Internet service providers 108 are optional, and in some
cases, the clients 102 may have direct access to the Internet
110 through a dedicated DSL service, ISDN leased lines, T1
lines, digital satellite service, cable modem service, or any
other high-speed connection. Any of these high-speed ser-
vices may also be offered through one of the Internet service
providers 108.

In its present deployment as the Internet 110, the network
110 consists of a worldwide computer network that com-
municates using the well-defined Transmission Control Pro-
tocol (“TCP”) and Internet Protocol (“IP”) to provide trans-
port and network services. Computer systems that are
directly connected to the Internet 110 each have a unique IP
address. The IP address consists of four one-byte numbers
(although a planned expansion to sixteen bytes is underway
with IPv6). The four bytes of the IP address are commonly
written out separated by periods such as “63.89.2.8”. To
simplify Internet addressing, the Domain Name System
(“DNS”) was created. The DNS allows users to access
Internet resources with a simpler alphanumeric naming
system. A DNS name consists of a series of alphanumeric
names separated by periods. For example, the name
“www.amsworld.com” corresponds to a particular IP
address. When a domain name is used, the computer
accesses a DNS server to obtain the explicit four-byte IP
address.

To further define the resources on the Internet 110, the
Uniform Resource Locator system was created. A Uniform
Resource Locator (“URL”) is a descriptor that specifically
defines a type of Internet resource along with its location.
URLs have the following format: resource-type://domain-
.address/path-name where resource-type defines the type of
Internet resource. Web documents are identified by the
resource type “http” which indicates that the hypertext
transfer protocol should be used to access the document.
Other common resource types include “ftp” (file transmis-
sion protocol), “mailto” (send electronic mail), “file” (local
file), and “telnet.” The domain.address defines the domain
name address of the computer that the resource is located on.
Finally, the path-name defines a directory path within the file
system of the server that identifies the resource. As used
herein, the term “IP address” is intended to refer to the
four-byte Internet Protocol address, and the term “Web
address” is intended to refer to a domain name address,
along with any resource identifier and path name appropriate
to identify a particular Web resource. The term “address,”
when used alone, is intended to refer to either a Web address
or an IP address.

In an exemplary embodiment, a browser, executing on
one of the clients 102, retrieves a Web document at an
address from one of the servers 104 via the network 110, and
displays the Web document on a viewing device, e.g., a
screen. A user can retrieve and view the Web document by
entering, or selecting a link to, a URL in the browser. The
browser then sends an http request to the server 104 that has
the Web document associated with the URL. The server 104
responds to the http request by sending the requested Web
document to the client 102. The Web document is an HTTP
object that includes plain text (ASCII) conforming to the
HyperText Markup Language (“HTML”). Other markup
languages are known and may be used on appropriately
enabled browsers and servers, including the Dynamic
HyperText Markup Language (“DHTML”), the Extensible
Markup Language (“XML”), the Extensible Hypertext
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Markup Language (“XHML”), the Vector Markup Language
(“VML”), and the Standard Generalized Markup Language
(“SGML”).

Each Web document usually contains hyperlinks to other
Web documents. The browser displays the Web document on
the screen for the user and the hyperlinks to other Web
documents are emphasized in some fashion such that the
user can identify and select each hyperlink. To enhance
functionality, a server 104 may execute programs associated
with Web documents using programming languages such as
CGI, Perl, PHP, C, C++, or Java. These programs perform
“back-end” functions such as order processing, database
management, and content searching. A Web document may
also include references to small client-side applications, or
applets, that are transferred from the server 104 to the client
102 along with a Web document and executed locally by the
client 102. Java is one popular example of a programming
language used for applets. The text within a Web document
may further include (non-displayed) scripts that are execut-
able by an appropriately enabled browser, using a scripting
language such as JavaScript or Visual Basic Script. Brows-
ers may further be enhanced with a variety of helper
applications to interpret various media including still image
formats such as JPEG and GIF, document formats such as PS
and PDF, motion picture formats such as AVI and MPEG,
and sound formats such as MP3 and MIDI. These media
formats, along with a growing variety of proprietary media
formats, may be used to enrich a user’s interactive and
audio-visual experience as each Web document is presented
through the browser. The term “page” as used herein is
intended to refer to a Web document as described above, as
well as any of the above-described functional or multimedia
content associated with the Web document.

In operation, a client 102 accessing an address hosted by
a server 104 may receive a page from the server 104
containing text, forms, scripts, active objects, hyperlinks,
etc., which may be collectively viewed using a browser.
Each page may consist of static content, i.e., an HTML text
file and associated objects (*.avi, * jpg, *.gif, etc.) stored on
the presentation server, and may include active content
including applets, scripts, and objects such as check boxes,
drop-down lists, and the like. A page may be dynamically
created in response to a particular client 102 request, includ-
ing appropriate queries to a database for particular types of
data to be included in a responsive page. It will be appre-
ciated that accessing a page is more complex in practice, and
includes, for example, a DNS request from the client 102 to
a DNS server, receipt of an IP address by the client 102,
formation of a TCP connection with a port at the indicated
IP address, transmission of a GET command to the server
104, dynamic page generation (if required), transmission of
an HTML object, fetching additional objects referenced by
the HTML object, and so forth.

In an embodiment of the invention, one of the clients is a
personal computer using Internet Explorer 5 as a web
browser. One of the servers operates as a web server based
upon the Microsoft Windows NT operating system and
Microsoft Active Server Pages. The web server communi-
cates with application logic using the Microsoft’s Distrib-
uted Component Object Model (“DCOM”).

FIG. 2 is a block diagram of an application architecture
using the internetwork 100 of FIG. 1. The application
architecture 200 includes a network server 202, such as the
server 104 of FIG. 1, for maintaining a connection with the
client 102 over the network 110. The network server 202
communicates with an event handler 204 and a session
manager 206. To process client requests, the event handler
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204 communicates with a user interface generator 208, a
data manager 210, and a business logic interface 212. A
screens database 214, a user data database 216, and a
business logic database 218 are included to store data
relating to the application that uses the application architec-
ture 200. It will be appreciated that each of the components
above may reside on a single physical device, or on several
devices, which may distributed or clustered, or otherwise
scaled for suitable capacity to meet a number of clients 102
being served. It will further be appreciated that each com-
ponent may be implemented in hardware, software, or some
combination of these. In an embodiment, each of the above
components of the application architecture 200 are imple-
mented in the C++ programming language. The databases
214, 216, 218 may be implemented using, for example, an
SQL compatible relational database.

The network server 202 performs server functions gen-
erally known in the art, including maintaining communica-
tions with one or more clients 102, and providing any
protocol stacks suitable to communication over the network
110. The network server 202 may also provide functions
such as client management, according to client information
(such as an authorized user list) stored on the network server
202, or in a database associated with the network server 202.
The session manager 206 may also be any session manager
known to those skilled in the art for maintaining and tracking
sessions, or ‘visits’, of particular clients. Information used
by the session manager 206 may be stored in the user data
database 216. In one embodiment, the network server 202
handles client requests using remote scripting such as
Microsoft Active Server Pages, and communicates with the
event handler 204 and the session manager 206 using
DCOM calls.

The event handler 204 responds to events forwarded from
the network server 202. Events may be generated by the
client 102, or by the network server 202 in response to a
client action. The event handler 204 may respond to two
general types of events: generic events and business logic
interface events. Generic events may be known client/server
events, such as logon, logoff, navigate to a page, etc. Other
events may be handled without reference to the business
logic interface 212 such as a “position” event. The position
event may cause the event handler to access the data
manager 210 and return a different data collection page to
the client 102, as specified by the position event. The
position event permits the client 102 to switch between
views of two or more different data point sets without
navigating to a new HTML page.

Business logic interface (“BLI”) events are events defined
by the business logic interface 212 and the business logic
database 218. BLI events may be signaled to the event
handler 204 through a naming convention, such as
BLI_eventname, where eventname is the name of a defined
event. In an embodiment of the invention, the BLI 212 is
instantiated as a COM object, and includes a register of
defined events, so that the BLI 212 may either apply
appropriate business logic to an event, or return an error
message to the event handler 204 indicating that the event is
not recognized.

The user interface generator 208 responds to navigation
events from the event handler 204. A navigation event may
be an event initiated by the client 102 that requests a specific
page. In response, the user interface generator 208 retrieves
the requested page from the screens database 214, or gen-
erates an error message if no responsive page is available.
The pages stored in the screens database 214 may include
introductory pages, information pages, and the like. The















